
The Security Data Lake
Turnkey Semantic Security Data Lake for 
Threat Detection, Threat Hunting, and 
Threat Monitoring at Cloud-Scale
In a time of increasing data volumes and the heightened need for data governance and security, legacy 
solutions are challenged with scaling to current telemetry data volume from cloud applications, cloud 
infrastructure, and endpoint solutions. Security operations need a security data lake that brings security 
telemetry into a unified taxonomy for a single source of truth to detect and help understand threats more 
effectively with richer context. New data platforms, such as Snowflake, have emerged to solve the scaling and 
data retention challenges of legacy solutions.

The Elysium Analytics Security Data Lake solution is the first fully operationalized, turnkey security data lake 
with an open data model for contextual and deep analytics natively built on Snowflake. To give customers 
immediate value, Elysium Analytics also provides pre-built search and analytics applications for threat 
investigations, threat hunting, and threat monitoring. Additionally, customers can build their own use 
cases and applications with tools such as Jupyter Notebook, a machine learning engine, SQL, Looker, and 
OpenSearch Dashboards.!

KEY BENEFITS
Turnkey operationalized security data 
lake for fast time to value

• Full visibility with unified views across all 
sources 

• 

Machine Learning (ML) based 
baselining for efficient analysis of high-
risk event activity

• Out-of-box applications for full-text search, 
user and entity behavior analytics (UEBA), 
insider threat detection, and compliance

• 

Baselining and anomaly detection 
for identification of unknown cyber 
threats in near real time

• Native integration of Jupyter 
Notebooks for Data Scientists

• 
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Our combination of the open data model 
and Snowflake’s data sharing provides a 
powerful platform for customers to leverage 
a single source of truth security data lake for 
all Elysium Analytics applications as well as 
third-party and homegrown applications. This 
is all done with zero data engineering and 
the assurance that the application accesses 
current and valid data sets. 

Open Data Model
Analysts have access to a library of out-of-
the-box dashboards. Those dashboards 
can be customized for specific use 
cases and enable the democratization 
of security data to all stakeholders. With 
Looker natively integrated, security teams 
can manage sharing with other teams, 
such as DevOps and ITOps teams. 

Consolidated Dashboards

Multiple visualization tools are integrated 
with our system, including OpenSearch 
Dashboards, Looker, and Jupyter Notebook, 
providing agility by simplifying the addition 
of the latest commercial or open-source 
visualization libraries.

Visualizations
Set up alerts from search queries or our alert 
wizard with both rule-based and advanced 
behavioral alerting.  Alerts can be based on 
specific conditions, a user entity behavior, or 
a profile. 

Alerting

Search is a fundamental feature for security 
analysts performing threat investigations 
and threat hunting. Our Snowflake Search 
Optimization Service enabled full-text search 
provides fast response times for a high-
performance, low-cost option for even the 
most demanding interactive use cases. Data 
sources are pre-connected with a common data 
dictionary and taxonomy, eliminating the need 
for the user to know the field names. High-level 
abstraction views, such as login activity across 
all devices, are available for advanced threat 
hunting or simple searches.  

Full-Text Search
Analysts can easily develop models on our ML 
platform to solve anomaly detection, forecasting, 
outlier detection, and novelty detection using 
both traditional and advanced ML techniques 
with zero data engineering overhead. The 
ML data pipeline is fully operationalized and 
optimized by running the data preparation and 
data pre-processing steps on the Snowflake 
security data lake and the scalable Spark ML 
pipeline running on the Elysium Analytics cloud. 

Machine Learning

The Elysium Analytics Security Data Lake 
is a fully managed semantic data lake for 
security log data built with an open data 
model to unify, correlate and transform all 
available event data. Collect and connect 
data from all telemetry sources and then 
correlate the data to identify anomalies 
for more actionable intelligence.  

How It Works
Our collection framework for cloud and 
on-premises log sources supports dozens 
of self-service connectors and hundreds 
of sources. Leverage existing collection 
frameworks from legacy solutions such as 
Elasticsearch and Splunk.

Data Collection
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